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Containers



samba

version: '3.8'

services:
samba:
image: dperson/samba
restart: always
networks:
samba net:
ipv4 address: 10.1.0.20
volumes:
- /opt/samba: /mnt/share: rw
command: >
-s "public; /mnt/share; yes; no; yes; all"
-p
tmpfs:
- /tmp
environment:
TZ: "Asia/Irkutsk"
USERID: "1000"
GROUPID: "1000"
ANON: "yes"
ANON _UID: "65534"
ANON GID: "65534"
ports:
- "137:137/udp"
- "138:138/udp"
- "139:139/tcp"
- "445: 445 /tcp"
deploy:
resources
limits:
cpus: '0.5
memory: '512M



placement:

constraints: [node.role == worker]

networks:
samba net:
driver: macvlan
driver opts:
parent: enp3s0
ipam:
driver: default
config:
- subnet: 10.1.0.0/21
gateway: 10.1.0.1



rsync-server

version: "2.1"
services:
rsync-server:
image: apnar/rsync-server
container name: rsync-server
environment:
- PUID=1000
- PGID=1000
- TZ=Asia/Irkutsk
- USERNAME=user
- PASSWORD=user
- VOLUME=/backup
- ALLOW=0.0.0.0/0
volumes:
- backup: /backup
ports:
- 873:873

restart: unless-stopped

volumes:
backup:

external: true

networks:
default:

name: sync



postgres

version: '3.7'
services:
pgsql:
container name: postgres
image: timescale/timescaledb: latest-pgl5
restart: always
environment:
- POSTGRES PASSWORD=password
- POSTGRES USER=root
- POSTGRES DB=postgres
volumes:
- /opt/pgsql/data : /var/lib/postgresql/data
ports:
- "5432:5432"
healthcheck:
test: ["CMD-SHELL", "pg isready -U root -d postgres"]
interval: 10s
timeout: 5s
retries: 5
start period: 10s
restart: unless-stopped
deploy:
resources
limits:
cpus: '4'

memory: 16G

networks:
default:

name: databases



hass

version: '3
services:
homeassistant:
container name: homeassistant
image: "ghcr.io/home-assistant/home-assistant: stable"
volumes:
- /opt/hass: /config
- /etc/localtime: /etc/localtime: ro
restart: unless-stopped
privileged: true

network mode: host



Containers

mysq|

version: '3.9'
services:

db:
container name: mysql
image: mariadb
restart: always
command: mysqld --port=3306 --innodb-strict-mode=1 --innodb-buffer-pool-size=256M --
transaction-isolation=READ- COMMITTED --character-set-server=utf8mb4 --collation-
server=utf8mb4 unicode ci --max-connections=512 --innodb-rollback-on-timeout=0FF --innodb-
lock- wait- timeout=120
volumes:
- /opt/mysqgl/data: /var/lib/mysql
- /opt/mysql/etc: /etc/mysql/conf. d
ports:
- 3306: 3306
environment:
MARIADB AUTO UPGRADE: "1"
MARIADB INITDB SKIP TZINFO: "1*"
MARIADB ROOT PASSWORD: "password"

adminer:
container name: adminer
image: adminer
restart: always
ports:

- 8086: 8080

networks:
default:
name: databases

driver: bridge



external: true



nginx

version: '3'

services:
webserver:
image: nginx: latest

container name: nginx

ports:
- 80: 80
- 443 443

command: ' /bin/sh -c ''while :; do sleep 6h & wait $${!}; nginx -s reload; done & nginx -g
"daemon off;"'"'"'
restart: unless-stopped
volumes:
- /opt/nginx/conf/: /etc/nginx/conf.d/:ro
- /opt/nginx/certbot/www: /var /www/certbot/
- /opt/nginx/certbot/conf: /etc/nginx/ssl/
- /opt/nginx/certbot/conf: /etc/letsencrypt/
certbot:
image: certbot/certbot: latest
container name: certbot
volumes:
- /opt/nginx/certbot/www: /var /www/certbot/: rw
- /opt/nginx/certbot/conf: /etc/letsencrypt/:rw
entrypoint: "/bin/sh -c 'trap exit TERM; while :; do certbot renew; sleep 12h & wait
$${! }; done;""

networks:
default:

name: webserver



photoprism

version: '3.5'

services:
photoprism:

container name: photo

image: photoprism/photoprism: latest

security opt:
- seccomp: unconfined
- apparmor: unconfined

ports:
- "2344:2342"

environment:
PHOTOPRISM INIT: "http"
PHOTOPRISM UID: ${UID:-1000}

PHOTOPRISM GID: ${GID:-1000} # group id

PHOTOPRISM ADMIN USER: "admin" # admin username

PHOTOPRISM ADMIN PASSWORD: "photoprism" # initial admin password (minimum 8
characters)

PHOTOPRISM AUTH MODE: "password" # authentication mode (public,
password)

PHOTOPRISM SITE URL: "https://photo/" # server URL in the format
"http(s): //domain. name(: port) /(path)"
PHOTOPRISM SITE CAPTION: "Latest"
PHOTOPRISM SITE DESCRIPTION: "Tags and finds pictures without getting in your way!"
PHOTOPRISM SITE AUTHOR: "@3err0"
PHOTOPRISM DEBUG: "false"
PHOTOPRISM READONLY: "false"
PHOTOPRISM EXPERIMENTAL: "false"
PHOTOPRISM HTTP MODE: "release"
PHOTOPRISM HTTP HOST: "0.0.0.0"
PHOTOPRISM HTTP PORT: 2342
PHOTOPRISM HTTP_ COMPRESSION: "gzip" # improves transfer speed and

bandwidth utilization (none or gzip)



PHOTOPRISM DATABASE DRIVER: "mysql"

PHOTOPRISM DATABASE SERVER: "10. 0. 0. 1: 3306"

PHOTOPRISM DATABASE NAME: "photoprism"
PHOTOPRISM DATABASE USER: "root"

PHOTOPRISM DATABASE PASSWORD: "password"

PHOTOPRISM DISABLE CHOWN: "false"
chmod and chown on startup
PHOTOPRISM DISABLE BACKUPS: "true"
to YAML files
PHOTOPRISM DISABLE WEBDAV: "true"
PHOTOPRISM DISABLE SETTINGS: "false"
PHOTOPRISM DISABLE PLACES: "false"
PHOTOPRISM DISABLE EXIFTOOL: "false"
with ExifTool
PHOTOPRISM DISABLE TENSORFLOW: "false"
PHOTOPRISM DETECT NSFW: "false"
be offensive (requires TensorFlow)
PHOTOPRISM UPLOAD NSFW: "false"
effect without TensorFlow)
PHOTOPRISM RAW PRESETS: "false"
RAW files (reduces performance)
PHOTOPRISM THUMB FILTER: "lanczos"
lanczos, cubic, linear
PHOTOPRISM THUMB UNCACHED: "true"
memory and cpu usage)
PHOTOPRISM THUMB SIZE: 2048
2048, min 720, max 7680)
# PHOTOPRISM THUMB SIZE: 4096
7680 for 8K Ultra HD
PHOTOPRISM THUMB SIZE UNCACHED: 7680
min 720, max 7680)
PHOTOPRISM JPEG SIZE: 7680
(720-30000)
PHOTOPRISM JPEG QUALITY: 85
size of JPEG images and thumbnails (25-100)
TF _CPP_MIN LOG LEVEL: 0
working dir: "/photoprism"
volumes:
- photo: /photoprism/originals

# - "./storage: /photoprism/storage"

# disables updating storage permissions via

# disables backing up albums and photo metadata

# disables built-in WebDAV server

disables settings UI and API

# disables reverse geocoding and maps

disables creating JSON metadata sidecar files

# disables all features depending on TensorFlow

automatically flags photos as private that MAY

allows uploads that MAY be offensive (no

enables applying user presets when converting

resample filter, best to worst: blackman,

enables on-demand thumbnail rendering (high

pre-rendered thumbnail size limit (default

Retina 4K, DCI 4K (requires more storage);

on-demand rendering size limit (default 7680,

size limit for converted image files in pixels

a higher value increases the quality and file

show TensorFlow log messages for development



networks:
default:

name: media

volumes:
photo:

external: true



resilio-sync

version: "2.1"
services:
resilio-sync:
image: lscr.io/linuxserver/resilio-sync: latest
container name: resilio-sync
environment:
- PUID=1000
- PGID=1000
- TZ=Asia/Irkutsk
volumes:
- backup: /sync/backup
- photo: /sync/photo
- /opt/sync/config: /config
- /opt/sync/data: /sync
ports:
- 8888: 8888
- 55555: 55555

restart: unless-stopped

volumes:

backup:
external: true

photo:

external: true

networks:
default:

name: sync



vaultwarden

version: "3"
services:
vaultwarden:
image: vaultwarden/server: latest
container name: vaultwarden
restart: unless-stopped
ports:
- 9445: 80 #map any custom port to use (replace 8445 not 80)
volumes:
- /opt/bitwarden: /data: rw
environment:
- ADMIN TOKEN=token
- WEBSOCKET ENABLED=false
- SIGNUPS ALLOWED=true
- SMTP_HOST=smtp. yandex. ru
- SMTP_FROM=mail@yandex. ru
- SMTP_PORT=465
- SMTP SECURITY=starttls
- SMTP_ USERNAME=mail@yandex. ru
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- SMTP_PASSWORD=password
- DOMAIN=https: //password

networks:
default:

name: apps



gitea

version: "3"

networks:

apps:

external: false

services:
server:
image: gitea/gitea:1.18.3
container name: gitea
environment:
- USER UID=1000
- USER GID=1000
- GITEA database DB TYPE=mysql
- GITEA database HOST=10. 0. 0. 1: 3306
- GITEA database NAME=git
- GITEA database USER=root
- GITEA database PASSWD=password
restart: always
networks:
- apps
volumes:
- /opt/gitea: /data
- /etc/timezone: /etc/timezone: ro
- /etc/localtime: /etc/localtime: ro
ports:

- "3000: 3000"

e Gitea with traefik
version: "3"

services:

gitea:



image: gitea/gitea:1.18.3
container name: gitea
environment:
- USER UID=1000
- USER GID=1000
- GITEA database DB TYPE=mysql
- GITEA database HOST=10.10.10. 2: 3306
- GITEA database NAME=base
- GITEA database USER=user
- GITEA database PASSWD=pass
restart: always
networks:
- web
volumes:
- /opt/gitea: /data
- /etc/timezone: /etc/timezone:ro
- /etc/localtime: /etc/localtime: ro
labels:
- "traefik. enable=true"
- "traefik. http. routers. gitea.rule=Host( gitea url’)"
- "traefik. http. services. gitea- websecure. loadbalancer. server. port=3000"
- "traefik. http. routers. gitea. tls=true"
- "traefik. http. routers. gitea. tls. certresolver=http"
networks:
web:

external: true



traefik

version: '3'

services:
traefik:
image: traefik: latest
container name: traefik
restart: unless-stopped
security opt:
- no-new-privileges: true
ports:
- 80:80
- 443: 443
volumes:
- /etc/localtime: /etc/localtime: ro
- /var/run/docker. sock: /var /run/docker. sock: ro
- /opt/traefik/data/traefik. yml: /traefik. yml: ro
- /opt/traefik/ssl/acme. json: /acme. json
- /opt/traefik/custom/: /custom/: ro
networks:
- web
- internal
labels:

- 'traefik. enable=true'

' traefik. http. routers. traefik. entrypoints=http

' traefik. http. routers. traefik. rule=Host( " traefik url’)'

" traefik. http. middlewares. traefik- auth. basicauth. users=root: password

" traefik. http. middlewares. traefik- https-redirect. redirectscheme. scheme=https'

' traefik. http. routers. traefik. middlewares=traefik-https-redirect

' traefik. http. routers. traefik-secure. entrypoints=https'

' traefik. http. routers. traefik-secure. rule=Host( traefik url’)’

' traefik. http. routers. traefik-secure. middlewares=traefik-auth'

' traefik. http. routers. traefik-secure. tls=true

' traefik. http. routers. traefik-secure. tls. certresolver=http



- ' traefik. http. routers. traefik-secure. service=api@internal
networks:
web:
external: true
internal:

external: false

e traefik.yml

api:

dashboard: true

entryPoints:
http:
address: ": 80"
https:
address: ": 443"

providers
docker:
endpoint: "unix: ///var/run/docker. sock"
exposedByDefault: false
file:
directory: /custom

watch: true

certificatesResolvers:
http:
acme:
email: mail@3err0O.ru
storage: acme. json
httpChallenge:
entryPoint: http

e custom_service.yaml in custom directory

ttp:
routers:
custom- secure:

rule: "Host( url service )"



service: "custom-service"
entrypoints: ["https"]
middlewares:
"custom-https-redirect"
tls:
certResolver: "http"
psw:
rule: "Host( url service )"
entrypoints: ["http"]
middlewares:
"custom- https-redirect"

service: "custom-service"

middlewares:
custom- https-redirect:
redirectScheme
scheme: "https"

permanent: true

services:
custom-service
loadBalancer

servers:

- url: "http: //service: 80"



Containers

tt-rss

TTRss with traefik and postgesql database

version: '3
services:
ttrss:
image: wangqgiru/ttrss
container name: ttrss
environment:
DB NAME: rss
DB USER: user
DB PASS: pass
DB HOST: 10.10.10.2
DB _PORT: 5432
SELF URL PATH: https: //rss url
volumes:
- /opt/ttrss/plugins: /var/www/plugins. local
networks:
- web
labels:
- "traefik. enable=true"
- "traefik. http. routers. ttrss. rule=Host( rss url’ )"
- "traefik. http. services. ttrss. loadbalancer. server. port=80"
- "traefik. http. routers. ttrss. tls=true"
- "traefik. http. routers. ttrss. tls. certresolver=http"
restart: always
networks:
web:

external: true



mongo

version: '3.9'

services:
mongo:
container name: mongo
image: mongo: latest
restart: always

volumes:

- /opt/mongodb/data: /data/db

ports:
- 27017: 27017

environment:

MONGO INITDB ROOT USERNAME
MONGO INITDB ROOT PASSWORD:

networks:
default:

name: databases

user

pass



Containers

bookstack

e Bookstack with traefik

version:

|3|

services:

bookstack

image:

ghcr. io/linuxserver /bookstack

container name: bookstack

restart: always

environment:

DB_HOST=10. 10. 10. 2: 3306

DB_DATABASE=base
DB_USERNAME=user

DB_PASSWORD=password

APP _URL=https: //docs. 3err0.ru

STORAGE TYPE=local

networks:

web

labels:

"traefik. enable=true"

"traefik. http
"traefik. http
"traefik. http
"traefik. http

networks:

web:

external: true

routers. bookstack. rule=Host(  docs. 3err0.ru*)"
services. bookstack. loadbalancer. server. por t=80"
routers. bookstack. tls=true"

routers. bookstack. tls. certresolver=http"



webdav

version: '3
services:
webdav:
image: bytemark/webdav
container name: webdav
restart: unless-stopped
environment:
AUTH_TYPE: Basic
USERNAME: admin
PASSWORD: password
SERVER NAMES: webdav. site
networks:
- web
security opt:
- no-new-privileges: true
volumes:
- /opt/webdav: /var /lib/dav
labels:
- "traefik. enable=true"
- "traefik. http. routers. webdav. entrypoints=http"
- "traefik. http. routers. webdav. rule=Host( " webdav. site)"
- "traefik. http. middlewares. webdav- https-redirect. redirectscheme. scheme=https"
- "traefik. http. routers. webdav. middlewar es=webdav- https-redirect"
- "traefik. http. routers. webdav-secure. entrypoints=https"
- "traefik. http. routers. webdav-secure. rule=Host( " webdav.site" )"
- "traefik. http. routers. webdav-secure. tls=true"
- "traefik. http. routers. webdav-secure. tls. certresolver=http"
- "traefik. http. routers. webdav-secure. service=webdav"
- "traefik. http. services. webdav. loadbalancer. server. por t=80"
- "traefik. docker. network=web"
networks:
web:

external: true



HacTponka HTTPS c
nomowlbio Nginx, Let's
Encrypt n Docker

Lenwn

3anycTnTb nginx B O4HOM KOHTeNHepe

3anycTuTb Apyrue npoeKkTbl B APYrmX KOHTenHepax

HayunTb nginx nepeHanpaBaATb 3anpocCkl C pa3HbIX JOMEHOB Ha pPa3Hble NPOEeKThbI
Mony4nTb ssl cepTudurkaTbl 419 BCEX NPOEKTOB

YbpaTb WWW 13 Ha3BaHWA CAaNTOB C MOMOLLbIO hginx

[lepen Ha4yaoM

MNepen TeM Kak HavyaTb, OO/HKHO ObITh Cneaytollee

e Ubuntu cepBep C OTKPbITbIMK NOPTaMn 80 U 443 .
e YCTaAHOBJIEHHbIN docker W docker-compose Ha JIOKaJIbHOM KOMMbIOTEPE U CepBepe.
° 3apeFVICTpI/IpOBaHHbIe JNOMEHHbIE NMeHa. B 3ToM PyKoBOACTBE A 6y)1y NCMoJib30BaTb
projl.com W proj2.com AndA ABYX MPOEKTOB.
o 3anncb A ANs projl.com W proj2.com, yKa3biBaeT Ha NybanyHbIn IP agpec Hawero
cepsepa.
o 3anncb A ONS www. projl.com N www. proj2. com , yKa3blBaeT Ha nybanyHbin IP agpec
Hallero cepBepa.

B sTOM pykoBoacTBe byneT
MCMOJIb30BaTbCH



e nodejs

e create-react-app
e yarn

e docker

e docker-compose

B oo MOMEeHT MOoXKeT
NoHagobunTcs

e docker ps - CMMCOK 3anyLleHHbIX KOHTENHEPOB

e docker network ls - CMMCOK BCEX aKTUBHbIX N HEAKTUBHbLIX CeTeln co3daHHbIX docker'om

e docker system prune - O4UCTKa BCEX OCTAHOBJIEHHbIX KOHTEWHEPOB 1
Heucnosib3yeMbixX ceTeun

e docker-compose down - BbIMOJIHAETCS U3 KOPHSA NpoekTa. OCTaHaBAMBaET 3anyLWeHHbIN

KOHTeNnHep.

HacTponka Ha JIoKaJibHOM
KOMMblOTEpe

JTan 1. Co3paeM 2 react NMpoeKkTa

B pe3ynbTaTe ByaeT 2 NpocTbiX NpPoeKTa

B ntobom ynobHOM MecTe Ha JIOKasIbHOM KOMMblOTEpPE CO3[aeM react MPOEKT projl W proj2
yarn create react-app projl yarn create react-app proj2

Mo oyepenn 3anyckaemM Ka)kKabIll U3 MPOEKTOB yarn start W BHOCUMM MaJjieHbKWE U3MEHEHUS, YTOoObI
BUOETb OT/INYNSA NPOEKTOB.



Hanpumep B src -> App. js Ka>[Oro rnpoekTa BMecTo Edit
<code>src/App. js</code> and save to reload. (create-react-app Bepcus 2.1.3)
HanuweM projl U proj2 COOTBETCTBEHHO.

OTan 2. YNakoBbIBaeM Ka)X bl
NMPOEeKT B KOHTenHep

B pe3ynbTaTe KaXablh NpoeKkT byaeT B 0oTOE/IbHOM KOHTelHepe. Bce gencreus
[aJsiee OnNucCbiBalo TOJIbKO AJ19 OAHOro npoekTa. X Hy>KHO caenaTb AN ABYX
NPOEKTOB.

[TnwemM MHCTPYKUUM AN 3anycKa
KOHTEenHepa

B KopHe npoekTa co3naem Dockerfile

Dockerfile - 5TO MHCTPYKLMA MO CO30aHUIO KOHTENHEpPa

FROM mhart/alpine-node: 11

# KayaeM node koHTeilHep c docker hub
RUN yarn global add serve

# YcTaHaB/MBaeM serve [N CEpPBMPOBAHUSA HaWero npoekTa
WORKDIR /app

# YKa3blBaeM rNlaBHyw nanky B KOHTeWHepe, B KOTopon OymeT Haw npoekT
COPY package. json yarn. lock ./

# KonupyeM ¢ainnbl package. json u yarn. lock B nmanky, yka3aHHylo Bblwe (He 3abbiBaeM . /)
RUN yarn

# YcTaHaB/MBaeM 3aBUCUMOCTMH
COPY .

# KonupyeMm ocTasnbHble daifibl NpoeKkTa B rJaBHY0 Nanky

RUN yarn build



# KomMnunmpyem npoekTt
CMD serve -s /app/build

# CepBepyeM MpoekT M3 HoBOW manku build (no ymonuyaHuio nopt 5000)

[anee B KopHe npoeKkTa co3naem docker-compose. yml

docker-compose - 3T0O MHCTPYKLMNS MO 3anyCKy KOHTenHep(a/oB)

version: '3.7'

# CMOTpeTb aKTyallbHYyW Bepcuio docker-compose CMHTaKcuca Ha 0¢. cante

services:
# 00bABAEM CNMCOK CEpPBUCOB
projl:
# Yka3biBaeM Ha3BaHuMe cepsBuca
container name: projl
# YKa3blBaeM Ha3BaHMe KOHTelHepa (He obsi3aTenbHO)
build:
# 3anyckaeM Dockerfile M3 KopHf npoekTa
environment:
- NODE ENV=production
# ENV nepeMeHHas production coobumT yarn, 4YTO HE HYXHO KayaTb 3aBUCUMMOCTM [Ns
pa3paboTku, ecnm Takue UMeKTCS.
ports:
# CneBa nopT, KOTopbiM Oymetr OQOCTyneH Ha JlokalbHOW MawuHe. CnpaBa - TOT, K KOTOPOMY HYXeH
OOCTYN B KOHTElHepe.
- 8080: 5000

# 5000 - nopT KOTOpLIM MO yMon4YaHui OTKpbiBaeT serve B Dockerfile

B KopHe npoekTa co3faem . dockerignore

.dockerignore - 35T0 CNNCOK NCK/IIOHAEMbIX N3 KONWPOBaHUS COPY . . ¢ansioB n
Mnarnok B Dockerfile

.git
node modules

build



3anycKkaeM 1 npoBepseM KOHTenHep

N3 KOpHSA npoekTa BbIMOJIHAEM docker- compose up

Mpwn NnepBoM 3anycke 6yayT BbIMONHATLCS BCE MHCTPYKUMKM Dockerfile , 4TO
3aMeT Kakoe-To BpeMms. [lanbHenwmne 3anyCckuy, Nnpy OTCYyTCTBUN U3MEHEHUI B
npoekTe, byoyT npoxoanTb BbiCcTpee.

Korga Bngum CTpoKy BuOa projl | INFO: Accepting connections at http: //localhost: 5000 , MOXXeEM
npoBepuTb B 6pay3epe localhost: 8080 . Pe3ynbTaTOM A0/KEH ObITb react MPOEKT C HAAMUCHIO
projl .

B KOMaHOHOW CTPOKE HaXXMMaeM ctrl+c , 4TOObl BbINTU U3 KOHTENHEPa 1 MPOBEPSEM MPOEKT
proj2

OTan 3. Co3pnaeM 2 henkoBbIX url
nJya TecTa

B pesynbTaTe byneT 2 agpeca, KaXAabil U3 KOTOpbIX ByaeT BeCcTu Ha localhost .
Hy>XHO 015 fanbHenwen HacTPONKN nginx . 3TOT WAr MO>KHO NPONYCTUTb U
npoaosikKaTtb A,eUCTBUA Ha cepBepe

B hosts (panne Ha KoMnbtloTepe gobassseM 3anncb

127.0.0.1 projl. com
127.0.0.1 proj2.com

OT1an 4. Co30aeM nginx KOHTenHep

B pe3ynbTaTe ByaeT nginx KOHTenHep, KoTopbin byaeT paboTaTb Ha 80 MOpPTY



Co3pnaeM docker-compose AON4 nginx

B yoobHOM MecTe co3gaeM nanky nginx .

3aTeM B Hewn co3paeM panl docker- compose. yml

version: '3.7'

services:
nginx:
container name: nginx
image: nginx: latest

# BMecto Dockerfile 6epeM rotoBbii nginx (: latest - nocnepgHas Bepcua) c docker hub
volumes:

- . /data/nginx. conf: /etc/nginx/conf. d/default. conf
ports:

- 80: 80

# Mopt 80 6ymeT OOCTYyneH Kak B KOHTeWHepe, TakK U CHapyXu.

volumes - N03BOJIAET UCNOSIb30BaTb (halsibl U3 JIOKAJILHOrO KOMMNbIOTEPA HE
KoNupys Ux B KOHTenHep. B aaHHoOM ciiydae mbl 6epemM pann nginx. conf n3
nanku data , KOTOPbIA Mbl CO34aAMM faljiblue, B Marke nginx Ha JIOKaJlbHOM

KOMMblOTepe 1 "roBOpUM" KOHTENHEPY, YTO 3TO haisl KOTOPbLIN HAXOAUTCSA
30ecb /etc/nginx/conf. d/default. conf

Co3paeM nginx. conf A4 nginx

B manke nginx co3paeM nanky data B KOTOPOW co3paem hbann nginx. conf (Ha3BaHMe N NyTb
OOJIKHbI COOTBETCTBOBATb YKa3aHHbIM B docker- compose )

server {

return 301 http: //google. com;

CambIi NpoCTOn conf , 419 NPOBEPKM paboTbl KOHTENHEpa.



3anyCcKaeM nginx KOHTenHep

B nanke nginx BbINOJIHAEM docker-compose up . B 6pay3epe npu nepexone Ha localhost Mbl
OOJDKHbI MoMagaTb Ha CanT google.

OcTaHaB/IMBAEM KOHTENHEP U Nepexonnm nasnee

OTan 5. CBa3biIBaeM KOHTENHepPb
Mexxay cobown

B pe3ynbTaTe nginx KOHTEMHEP CMO)XXET nepeHanpaBasTb 3anpochkl B Apyrue
KOHTeWnHepbl. [1eNCcTBUS ONNCaHHble ganee gNnsa projl HY>XXHO BbIMNOJIHATb AN
Ka>X[0ro rnpoeKTa.

MeHdAeM docker- compose dpawnn B nginx
npoekTe

B nmanke nginx B panse docker-compose nopn 6/710KOM services MnueM HOBbIN 610K networks

networks:
# bnok pna obbsaBneHuMs BHYTpeHHMX docker ceTel, KOTOpble 3anyCcTATCA C 3TUM (ansioM
nginx net:
# Ha3BaHue ceTu pns 3TOro KOHTelHepa
name: nginx net

# Ha3BaHMe ceTM [ONS BHEWHUX KOHTEWHepoB

B 6110Ke services B mon6sioK nginx pobaBnsem

networks:
nginx net:

# Mopknio4aeMca K HOBOW CeTM B 3TOM KOHTeWHepe



Pe3synbTaT:
version: '3.7'

services:
nginx:
container name: nginx
image: nginx: latest
networks:
nginx net:
volumes:
- . /data/nginx. conf: /etc/nginx/conf. d/default. conf
ports:

- 80:80

networks:
nginx net:

name: nginx net

MeHseM docker-compose Ppann B react
rnpoekTe

B nanke projl B dpannie docker-compose yAdansieM

ports:

- 8080: 5000

KoHTenHep Mo npexxHeMy CayLlaeT Ha NOPTY 5000 , HO yY>Ke He OTKPLIBAEeT ero
0N JIOKaJIbHOr0 KOMMbloTEpPa. ITOT NOPT Tenepb AOCTYMNEH TOJIbKO
KOHTEeNHepaM B TON-)Xe CETMU.

Mopn 6/10KOM services nuLLEM

networks:
nginx net:
external: true

# Coobwaer 0 TOM, 4YTO CeTb Nginx _net HaxoOUTCH He B 3TOM KOHTEWnHepe.



B 6510ke services B noabnaok projl nobasnsem

networks:

nginx net:

Pe3synbTaT:
version: '3.7'

services:
projl:
container name: projl
build:
networks:
nginx_ net:
environment:

- NODE_ENV=production
networks:

nginx net:

external: true

MeHdaeM nginx. conf dpawnn

Yoanaem Bce, 4TO NuMcanau gaga npuMepa n nuwiem

server {

server name projl. com;
location / {
resolver 127.0.0.11;

set $project http: //projl: 5000;

proxy pass $project;

server {

server _name proj2.com;



location / {
resolver 127.0.0.11;
set $project http: //proj2: 5000;

proxy pass $project;

Kaabih 610K server OTBeYaeT 3a OTAeJibHble 3a4a4u.
server name OnpegenseT C KAKOro MMeHHO JOoMeHa npuLlen 3anpoc.

location / YKa3bIBae€T Ha TO, YTO HaC YCTPaMBAET KaK projl. com, TaK N 4TO
yrogHo nocne / .

proxy pass MepeHarnpaBaseT 3arnpocC Ha Hall KOHTenHep. projl B
http: //projl: 5000 focTyneH 6bnarogapsa Ha3BaHUIO KOHTeNHepa B docker-

compose -> services .

resolver 127.0.0.11; W1 set $project http: //projl: 5000; HY>XHbl A7 TOr0, YTOObI
KOHTENHep MOr 3anyCTUTCA Aa)ke npu HepabovyeM KoHTenHepe projl . MOXXHO
OblN1I0 HaMMCaTb U proxy pass http: //proj2: 5000; 6€3 NepeMeHHbIX, HO B 9TOM
csly4ae, ec/im He 3anyLlleH KOHTenHep projl , nginx He 3anyCTUTCA W BblAacT
ownbKy.

3anyckaeM BCe KOHTelHepbl projl, proj2 W nginx . B pe3ynbTaTe, BBOAS B Bpay3epe projl.com U
proj2. com Mbl NMOMafaeM Ha HallK 2 NPOEKTa.

JTan 6. [lepeHOCM KOHTEeNHepPHI
Ha cepBep

Ecnun, Bce onucaHHoe Bbille paboTaeT, MOXHO MepeHOCUTb HallM NPOEKTbl Ha CepBep 3aMeHuB BCe
Ha3BaHWS NPOEKTOB, JOMEHOB B nginx. conf projl M proj2 Ha HeobXxoAUMble HA3BAHUA 1 OOMEHbI.
Ans ynobcTBa A NMpoaosiXy UCNosb3oBaTb projl U proj2 .

B nginx. conf B server name pgobaBnsem www 3anucu. B utore ctpoka byneT BbIrnageTb Tak

server _name projl.com www. projl. com;



Y6enanBLINCL, YTO Ha cepBepe BCce paboTaeT, MOXKHO NMPUCTYNaTb K CaeayloLlen 4acTu.

HacTponka Ha cepBepe

Nanee, MHoOro nHopMauun bepeTcs oT cloaa

OTan 1. Nogknw4aeMm certbot
KOHTenHep A4 3anycka C nginx

B pe3ynbTaTe B Nanke nginx , docker-compose up OyaeT 3anyckaTb 2
KOHTEeNHepa. nginx W certbot

B services -> nginx -> ports pobaBnsem

- 443: 443

# OTKpbiBaeM nopthl Ans ssl coefuMHeHus

B services pobaBnsiem

certbot:
# HoBbl KOHTEWHep, KOTOpb 3anmyCcTUTbCA BMeCcTe C nginx
container name: certbot
image: certbot/certbot
# 06pa3 6epetca c docker hub
networks:
nginx _net:

# MNopOKJlo4aeM K TON- Xe CeTu, 4YTO M OCTalslbHble KOHTEﬁHepr

Ecnn Mbl 3anycTuM KOHTeHep cendac, byneTt owmnbka, Tak Kak certbot He
MOXKEeT NPOBECTN MePBMYHYO HAacTpPoKy B docker KOHTeHepe.


https://medium.com/@pentacent/nginx-and-lets-encrypt-with-docker-in-less-than-5-minutes-b4b8a60d3a71

OTan 2. JlobaBnaem nyTu K
cepTuuKaTam

B KOHUE Mbl 3aNyCTUM CKPUMT, KOTOPbLIA CreHepupyeT, CHavana, pernkoBble
cepTudUKaTbl, 4S5 3aNyCcKa nginx , @ 3aTeM U HacTosAwMe. B 3To YacTn Mbl
NPOMUCbLIBAEM MYTW MO KOTOPbLIM nginx W certbot CMOryT UX YBUAETb.

B services -> nginx pob6aBnsiem

- . /data/certbot/conf: /etc/letsencrypt

- . /data/certbot/www: /var/www/certbot

B services -> certbot gobaBnsiem

volumes:
- . /data/certbot/conf: /etc/letsencrypt

- . /data/certbot/www: /var /www/certbot

PesynbTaT

version: '3.7'

services:
nginx:

container name: nginx

image: nginx: latest

networks:
nginx net:

volumes:
- . /data/nginx. conf: /etc/nginx/conf. d/default. conf
- . /data/certbot/conf: /etc/letsencrypt
- . /data/certbot/www: /var/www/certbot

ports:
- 80:80
- 443: 443



certbot:
container name: certbot
image: certbot/certbot
networks:
nginx _net:
volumes:
- . /data/certbot/conf: /etc/letsencrypt

- . /data/certbot/www: /var/www/certbot

networks:
nginx net:

name: nginx net

JTan 3. PeOakKTUpyeM nginx

34ecb Mbl co3gaeM PUHaANbHYO KOHDUrypauuto nginx . B npumepe byget 1
server 610K oTBe4awLWmMi 3a projl . COOTBETCTBEHHO, CKOJIbKO NMPOEKTOB,
CTONbKO N server 6GI0KOB.

CyLLecTByeT MHOXXECTBO KOH(UIrypaunin nginx . 34eCb NpMBEAEHa 04HA U3 HUX.

server {
listen 80;
listen 443 ssl;
# CnywaeM Ha nopTtax 80 u 443
server _name projl. com www. projl. com;

# 3T0T cepBep 610K BbIMOJSIHAETCS MPU 3TUX [OMEHHLIX MMEHAX

ssl certificate /etc/letsencrypt/live/projl. com/fullchain. pem;
ssl certificate key /etc/letsencrypt/live/projl. com/privkey. pem;
# ssl certificate n ssl certificate key - HeobxomuMbie cepTuuKkaTsl
include /etc/letsencrypt/options-ssl-nginx. conf;

ssl _dhparam /etc/letsencrypt/ssl- dhparams. pem;

# include n ssl dhparam - pononHMTenbHble, pekoMeHpyemsie Let's Encrypt, napameTtpsl

# OnpepenseMm, HyYXeH M pegupekT C www Ha 6e3 www' WHyl Bepculo



if ($server port = 80) { set $https redirect 1; }
if ($host ~ ' “www\.') { set $https redirect 1; }

if ($https redirect = 1) { return 301 https: //projl. com$request uri; }

location /. well-known/acme-challenge/ { root /var/www/certbot; }

# MNyTb No KoTopoMy certbot cMoxeT npoBepuTb CepBep Ha MOAJSIMHHOCTb

location / {
resolver 127.0.0.11;
set $project http: //projl: 5000;

proxy pass $project;

JTan 4. 3aBepLlaeM HAaCTPOUKY

docker-compose. yml 0114 nginx WU
certbot

B services -> nginx mobaBnsiem

restart: unless-stopped

# lMepe3anycTUT KOHTENHep B HenpenBUIEHHbIX CUTYyauusx

command: ' /bin/sh -c ''while :; do sleep 6h & wait $${!}; nginx -s reload; done & nginx -g
"daemon off;"'"'

# lNepe3anycTUT nginx KOHTelHep Kaxable 6 4acoB M MOArpPY3UT HOBble CEpTUOMKATH, €CiiM ecTb

B services -> certbot gobaBnsiem

restart: unless-stopped
entrypoint: "/bin/sh -c 'trap exit TERM; while :; do certbot renew; sleep 12h & wait $${!};
done; ' "

# MNpoBepseT Kaxgble 12 4acoB, HYXHbl JIM HOBble CepTUPUKATHI

PesynbTaT



version: '3.7'

services:
nginx:
container name: nginx
image: nginx: latest
restart: unless-stopped
networks:
nginx net:
volumes:
- . /data/nginx. conf: /etc/nginx/conf. d/default. conf
- . /data/certbot/conf: /etc/letsencrypt

- . /data/certbot/www: /var/www/certbot

ports:
- 80: 80
- 443: 443

command: ' /bin/sh -c ''while :; do sleep 6h & wait $${!}; nginx -s reload; done & nginx -g

"daemon off;"'"''

certbot:

container name: certbot

image: certbot/certbot

restart: unless-stopped #+++

networks:
nginx_net:

volumes:
- . /data/certbot/conf: /etc/letsencrypt
- . /data/certbot/www: /var/www/certbot

entrypoint: "/bin/sh -c 'trap exit TERM; while :; do certbot renew; sleep 12h & wait

$${! }; done;""

networks:

nginx net:

name: nginx net

JTan 5. [lony4aem cepTudunkaThbl

Haxonscb B Nanke nginx BBOAWM




curl -L https: //raw githubusercontent. com/dancheskus/nginx-docker-ssl/master/init-

letsencrypt. sh > init- letsencrypt. sh
3aTeM OTKpbIBaeM MNoOJIy4YeHHbIN init-letsencrypt.sh 1 BMUCbIBAEM:

BMECTO example. com CBOW OOMEHbI Yepes r|p06en

email
MeHSAEeM NyTu, eC/IN MEHSAIN UX B Marnke
staging BpPeMeHHO CcTaBuM 1 (ona TecTa)

chmod +x init-letsencrypt. sh
sudo . /init-letsencrypt. sh

BbIMOMHMB NOC/IEAHIO KOMAHY B Marke nginx -> data MOSABATCA HOBbIE Manku C cepTudukaTamm
Heobxoanmble oNns paboTbl nginx U certbot ECNM B TECTOBOM peXxkmme BCE MOJyYUS0Chb, TO

CTaBUM staging=0 ¥ NOBTOPSIEM MpoLeaypy.

FloToBO

docker-compose run --rm --entrypoint "certbot certificates" certbot - MO3BOJIAET
MPOBEPUTb 3aperncTpupoBaHHbie cepTUPnKaTbl N Y3HATb UX CPOK TOOHOCTMN.



YcTaHoBKa Docker

This documentation shows how to install docker from the docker ppa

Create users and groups

First create a user and group cloud

useradd -u 1002 -m cloud

Add the user cloud to the sudo group

usermod -a -G sudo cloud

Add a docker group

groupadd docker

Add the user cloud to the docker group

usermod -aG docker cloud

Gibe the user the bash shell

usermod --shell /bin/bash cloud

basic dependencies

Install some basic dependencies

apt update && apt upgrade -y && apt install vim screen lsof apt-transport-https ca-

certificates curl software-properties-common -y

Ubuntu 20.04

sudo apt-get install apt-transport-https ca-certificates curl gnupg-agent software-properties-

common



docker repository configuration

Add the repository key of the docker repository

curl -fsSL https: //download. docker. com/linux/ubuntu/gpg | sudo apt-key add -

Now add the apt configuration for the repository

add- apt-repository "deb [arch=amd64] https: //download. docker. com/linux/ubuntu $(1lsb release -

cs) stable"

You could also alternatively add the testing repository instead of the stable repository

add- apt-repository "deb [arch=amd64] https: //download. docker. com/linux/ubuntu $(1lsb release -

cs) test"

Install docker

apt update && apt install docker-ce docker-ce-cli containerd.io -y

Install docker-compose

Get the latest docker-compose

curl -L https: //github. com/docker /compose/releases/download/v2. 12. 0/docker-compose- " uname -

s -"uname -m" -0 /usr/local/bin/docker-compose

Set the proper rights

chmod +x /usr/local/bin/docker-compose

And check if docker-compose works

docker- compose --version

This should give a response like this

docker- compose version 1.25.0-rc2, build 66lac20e



O4yuncTKa

Some times you want to clean up your docker environment after experimenting, this shows you
how you can do it.

Prune images

docker image prune -a

Prune containers

docker container prune

Prune volumes

docker volume prune

Prune networks

docker network prune

Prune everything

docker system prune --volumes

Stop the container(s) using the following command:

docker- compose down

Delete all containers using the following command:

docker rm -f $(docker ps -a -q)



Delete all volumes using the following command:

docker volume rm $(docker volume ls -q)

Restart the containers using the following command:

docker-compose up -d



Disable IPv6 In docker
compose

| have a docker-compose project that | am trying to run on my server, which does not have IPv6
enabled. Whenever | try to run the container, | get the following error message:

nginx: [emerg] socket() [::]:80 failed (97: Address family not supported by protocol)

| figured that is because IPv6 is not enabled on my server (it is managed by a third party, so | can’t
touch that), so | tried disabling IPv6 for docker-compose, so far without any luck.

| tried adding

sysctls:
net. ipv6. conf. all. disable ipv6: 1

on my config file, but then | received the following error Error response from daemon: failed to
create shim task: OCI runtime create failed: runc create failed: unable to start container process:
error during container init: open /proc/sys/net/ipv6/conf/all/disable_ipv6: no such file or directory:
unknown

How can | disable IPv6 in docker-compose, either for this particular container or system-wide to not
have issues like this?

This is my current config

container name: cont-nginx
networks:

- cont
image: nginx: latest
depends on:

- cont-app
restart: always
ports:

- "880: 880"

- "4443: 4443"
sysctls:



- net. ipv6. conf. all. disable ipv6=1
volumes:

- . /nginx. conf: /etc/nginx/nginx. conf

networks: cont: driver: bridge

Solution : Disabling IPv6 for the docker’s network should do the job:

networks: cont: driver: bridge enable_ipv6: false Also, maybe you should consider removing this
from your nginx conf

listen [::]:80; because [::] is for IPv6.



